!- WASHINGTON STATE .,EP.;;.,E,.T.,F Driver and Plate Search (DAPS) and
d LICENSING Driver Information and Adjudication System (DIAS)
Agency Access Request

Agencies use this form to request access to the DAPS or DIAS systems. A person with authority to commit its
organization to contractual obligations must sign this form.

Email the completed application and documentation that identifies the designated contract administrator as an employee
of your agency (examples: employee ID, credentials, badge, etc.) to: DataServices @dol.wa.gov

Online system access (select all that apply):

[Z DAPS - online driver and vehicle records search for use in investigations

[JDIAS - online system to view and electronically update driver records used by courts, prosecuting attorneys, and
government agencies.

Agency name

LACEM POLIWLE QEPRARTMENT

ORI or NCIC number EIN. TIN. or UBI -
LA OB CH 0D q) -6% uz

Office name and location

LACEY PolicE DEPALTMENT

Physical address (Street, Apartment or suite number, City, State, ZIP code)

2o Coilege. Street SE_LAcCEY, WA 7&5S23

Mailing address (Address or PO %x City State, ZIP code) ‘

Wzo (ollece  Siceet  SE , (ACEY, WA 1§53

Account administrator name (peEon authorized to agree to the click-througﬁ contract) [ Title
CHR1S WS iDE Y clinepe nag ik Arwduq T
Email (Area code) Telephone%umber
Cicodsid PCl, IQCC’-H oA US Bbo- Y3F-14G0

Provide a detailed explanation of why you need driver or vehicle record information. Insufficient detail or specifics may
cause your application to be rejected.

THE (AeEty Polic s DEarTmEnT 15 NESPONSIBLE DR |NVEST 6ATIC
Ali  CoOiliSI0PS AND CRIME ool G Y TITE cory, VE M LE PLATES

ArE OFTEN THE-only e AT A ColiiSicdd (7% CEime AWD THEREFUIZE
o N THE  eHicie AnD LLIVER'S [(MNEORMSTIN,

Will you disclose the information to third parties? ... ............uiuurrre e iiiiiinnae . AYes CINo
If “Yes,” to whom and why? Be specific. ’ /
T ofher loted (AW Lefeveeimand - a nd "é“ﬁ szt Y elaf Mw

errest g’ﬂ'é‘[/‘rﬁ-_{‘, C e Sb/f"/'('-}‘ ;mz';h‘df ; efz.

Do you have the authority to delegate the account administrator named above to agree to the
contract terms and CONAIIONS? . . . .. v\ttt ettt et e e e et e e e e Pes [INo

I certify under penalty of perjury under the laws of the state of Washington that the foregoing is true and correct.

7//5[2‘4/8 - ZA((\«J ¥ éd/{

Dats’ and ﬁlace signed

Mme or sign here)
17y MANAGSR-

Signature

Title

For office use only

Date received COpias Clpaps Action taken: [l Approved [ Denied

DSHS child support enforcement? Clves [no

911 dispatchers? Oves CINo X
Signature of approver

DSC-425-009 (R/9/18)WA




INTERAGENCY DATA SHARING AGREEMENT
FOR DRIVER AFD VEHICLE SYSTEM (DRIVES) ACCESS

The agreed upon Terms and Conditions herein establish a Data Sharing Agreement
{hereinafter “Agreement’] between the Washington State Department of Licensing ‘hereinafter
"DOL", and the govemnmental agency named on DOL's Driver and ‘Yehicle System (DRIVES)
Access Account (hersinafter “Licenses”). DOL and Licensee may be individuzlly referred to as
‘Pary”. or eollectively refered {o as “Parntiss.”

Fursugnt o the mutual terms and conditions herein. and based upon Licensee agreement hereto
by clicking on the “Agree” button, the Parties hershy agree as follows:

1. BACKGROUND AND PURPOSE
In accordance with the Revised Code of Washingion (RCW), government agencies may have
the right 1o access and receive specific information maintsined by the Department of
Licersing as contained in wehicke and'or driver records. This information may be accessed
through CRIVES. at DOLU's discresion.

The purpose of this Agreement is to provide the terms and conditions for autherizing
govemmental entities to access DRIVES.

2. LEGAL JUSTIFICATION
The Data shared under this Agreemert is permitted pursuant fo the following autharity
chapters 25.34 4258 48.12 and 46.52 RCW; chaptar 30810 Washington Administrative
Code {(WACT andfor the Federal Driver Privacy Protection Aot (DPPAV TR US T §2721
through §2725.

3. DEFIHITIONS
As used throughout this Agresment, the following terms have the meanings est forth below:

‘Authorized Users” means thoee authorized by the Licensee to access Data under this
Agreement. Authorized users include Administrators. Mananers and Users,

~Confidential Information” means information that may be sxempt from disclosurs to the
public or other unauthorized persons under either chapter 42 58 RCW or other state or

Jeral statutes and data defined as mere sensitive than ‘public’ and requires security
protection. Corfigzniial Information includes, but is not limited o, vehide lsgal oansr
social secunty numbers. credit cand informiation, driver license numbers, Personal
Information. law enforcement records, agency securfty data. and hanking profiles.

“Data” means information obtained from DRIVES and provided 1o Lizensee. This definition
inherently includes materal that eontains Confidential Information.

‘Data Security” means defending information from unauthorized access. use disclosure,
disrupiicn, modification, perusal, inepection. reccrding or destruction. This applies
regardless of the form the Cata may take (slectronic, physical, ete.).

‘Data Security Breach™ means unawthorized acguisition of Confidential Infermation thiat
compromises the secunity, confidentiality, or integrity of Confidential information
maintained by tha persca or business as defined in RCW 15255010,

‘Permissible Use” means only those uses authorized in this Agraement and as specifically
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‘Personal Information” means information identifiable fo any person, including, bat mot
fimited to information ihat relates to 4 persen s name. health, finances. educalion.
business. use or regeipt of govemmenial senvices or othier acities, addresses (eveept
Edigit Iip code), telephons numbers, social secunity nuribers, diver license numbers, e-
mail addresses, credit card information, law enforcement records or other identfying

numbers of Protected Heaith Information, any financial identifiers, and cther information
m may be exemnpt from disclosurs 1o the public or other mal.rti'f' rized peraons under
either RCW £2 55 380, chapter 42.58 RCW, or other state and federal statutes.

‘Subrecipient’ means any secondary or subssgquent entity 'who receives the Cata from the
L:EEF}.;&E of thraugh a chain of entities originating with the Licersee. Pursuant to RCW
£ 52 130, this may include an employer o 'ma:ectiwe employer, an insurance carmear,
transit authority, of volunteer organization and their resgactve agents.

SPECIAL TERMS AND COMDITIONS

4,

TERM OF AGREEMENT

The term of this Agreement begins on the date U c&ra&e acoeots the terme of this
Agreement. The initial end term of this Agreement is for five (5] years, however, DOL may
= vtmd thiz Agreement fior additonal three-year terms simply by allowing the Licenses w
naintain its use of this service.

GRAMNT OF LICENSE

Subiect to the terms and conditions of this Agreement. DOL herelyy grantz Licsnsee with a
firmited moo-transferatle icensa © Nave 2CCess 10 selecied DOL vehicle, vessel andior
driver Data available through DRIVES.

This gran: of access does not provide Licenses with any cwnershio fghts to the Data: at all
times DCL remains the sole owrer of the Data.

ACCESS TO DATA
ach individual who will e accessing Cata on behalf of the Licensee through CRIVES miust
net up an individual License exXpress account. Al avuzur' ansacions will be monizored by
E}:'I" /ES to identify the information acosssed through each of Licensss s acoounte. Licenass
ast immediately revekie the access of any Autherized User when such access s no longer
,requ, ired.

If a specific User Account is domant for over a year DOL has the right to ierminate such
account. If all User Aczounts are dormant for over @ year, DOL has the fght to termiinate this
2ntire Agresnant.

Licerses must actively monitor access and use of Data by Authorized Ussrs to ensure Data
is accessed or used onty for official job responsibiliies. Licensse must immediately revche
the access of any Authorized Liser who sccesses or uses Data withowt 3 Permilssible Usa.
BOL also reserves the right so suspend of termminate the aceese of specific users f DOL
determines (nat such user is ot maintaining compliance with this Agresment.

Arhorized Lser accounts are not interchangeaiie and cannot be shared, cnly the idertified
estaliished parson for any accourt may use that account. Al &uthorized \Users must have an
individual account. which s suthorized by an AdminieTater or Managesr.
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The use of computenized apelications isuch as “bots®) 1o access. retrisve, or store Data is
prohibited.

A. ADMINISTRATOR
Licensee first must designate an Administrator. The Adminisirator will be the person
regponeible for administering this Agreement, and for managing all Manager and User
accounts on behalf of the Licenses. The Administrator has the capability o
*  Perform authorized funciors eonsistent with permissions granted by DOL:
Add Managers and Users;
Revoke Manager and User access; and
View and search actvities performed by all Authodzed Users.
B. MAMAGERS
Idanagsrs have the capability to:
*  Perform authorized functions consistent with permissions granted by DOL
Request codes to add other Managers and Users;
Faevoke Manager and User access; and
View and gearch activities performed by all Authorized Users,
C. USERS
Usees have the capability to:
»  Perform authorized functions consisient with permissions granted by DOL; and
» iew and search activities perfonmed for seif.

[ 2 I}

DATA SECURITY AND SAFEGUARDING

Data provided pursuant 1o this Agrsement miay include public, Personal and Confidential
Information. Licensee acknowledoes and agrees that it has a continuing chligation o
comply with all federal and state lawe, regulstions, and security standards as enacted o
revized over time, regarding Data Security. electronic data interchangs and restricted uses
of such information.  Licensee further agrees that is has and shall maintsin a pr waCY policy
that has practices and procedures complying with these standards.

Licersee shall further pretect and safeguard il Confidential Infarmation agains: any and all
unawthenzed disclosure, use o loss as set forth in Anachmen: & - Date Security
Requirsments.

At no time shall the Licenses or its employes or agent use, divulge. disclose. release, or
cammunicate any Confidential information to any individuals or entities, or for any purposes,
cuizide the scope of specific Permissible Uses allowsd by this Agresment.

SECURITY BREACH HOTIFICATION
Licensee shail comply with il applicable laws that require the notification of indiiduals in the
event of unauthorized release of Data or other event requirng natification. Inthe eventofa
breach of any of Licensee'’s security obligations. or other event requining notification under
gpplicable faw, Licenase must perform the following:
al  MNotify DOL by telephons and e-mail of such ar eventwithin 24 hours of discoveny:
COL Help Besk, phone: (3600 502-0111.
DOL Help Desk, smail: hibhelp@dol wa. gov
b} Cooperate and facilitate with the notification of all necessary individuals. At DOL's
discretion, Licensee may be raquired to directly perform notification requirenients. or if
DOL elects to perform the notificatdens, Licensse may have o reimburse DOL for all

togls associated with the notification.
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9. PERMISSIBLE USE
Data neay only be used for lawful actons related o the Licenssas funclionsas 2

govermmental agency, and &3 directy related to the purposes set forth in Licenses's
spplication, and as approved by DOL. All other use of Data s strictly prohibited. DOL further
retaing the right to re-determine its appeoval for permitted uses and may cancel or restrict
such uses at a later date F such uses do not comply with state law or DOL policy. If amy
purposes noled in the application are otherwise restricted by any terms of this Agresment,
then the restrictions harein are contnolling. This prohiliion on certain uses includas, without
firmitation. the use of Data for purneses of invastigating, locating, or apprebending individuals
for immigration related wiclations. .

In addition to maintaining the Pemissible Uses herein, Licensse shall alao comply with all

requirements set forth on Attachment B — Fermizsicls Use Reguirerments.

10, SUBRECIPFIENTS
Licensee may not provide Data containing Persenal [nformation 1o any additional entdties
{Subrecipients) without first cotaining writen permission by DOL. i any Perscnal Information is
provided 1o a Subrscipient, the Licensee must foreard all terma and condidons herein onto the
Subrecipient  Licenses will remain responsibies for the Subrecipient s full conrgliance with @l
terms and conditions herein.

11, INTERNAL CONTHOLS
Licenses is responsibie for ensuring that Authorzed Users fully understand and abide by all
terme and condidons of this Agreement: inherent in this requirement is that Licenses must
instiwte propes training and disciplinary measures.

Licensee is stricty responsible for all actions of its Authorized Users enployess and agents
in connecton with the aceessing of Sersonal Informnation under this Agreemant.

If Licenzee defarmines that an Authorized User has sceessed or used Data for any purpose
beyond what iz authorized in this Agreement, pursuant to Attachment B — Permizsios Use
Reguirements. DOL may deny access to any Authorized User whe viclates any provision of
this Agreement.

12, AHNUAL SELF-ASSESSMENT
Licenzes shal| self-gacess s own endty to determing whether it is groperdy complying with
the Data Security. Permisaible Use and Intemnal Cortral requirements of this Agreement. AL
a minimum. the assssameant miust including the following:

a1 Avyearly evaluation to determine if Licensee is in compliance with the Data Securty
Requiraments as set forth in Atachment A — Ogta Security Requirsments

b1 A yearly evaluation to determine i Licensee is conpliance with the Pemissinle Use
Reguirsmearts sat forth in Attachment B — Permissibie Use Requirements,

n.

All Authorized User accesses hayve heen revoked immediately when such 3cosss is no

jonger requirad;

41 Al Data Security Breaches and Permisaible Use viclaticns have been mate known to
DL in a timely manner, and

e Al Data has been disposad of in a imely manner and as set forth In Atachment A — Oafa

Secunty Fequirernents.
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Upon request by DOL, Lcensee must provide DOL with a writen cenification ackrowledging
the completion of an assessment.

If the assesement determines that Licensee is mesting all requirements outined abovs, then
-Licersee’s certification may simply note thiat the aesessment was completed and no
deficencies were found. However if deficiencies are discovered, Licensee must disclose all
deficiencies by submiting a comgleted form, which will be provided by DOL. DOL and
Licenses will then work together to determine the final actions needad in order 1o corect all
deficiencies.

Failure to submit the cerfification upon DOL's request or failure to comest defidancies may
result in DOL terminating this Agreement.
The writtsn certificaton must bes execuied by a manager, director, or offieer of Licensee who

has the expreseed signatory authorty 1o make such 3 cedification on behalf of Licensee.

13, AUDITS
DCL miay request information and perform randon audits on Licenses to verify its full
complianoe with the terms and conditions of this Agreement. and further 1o venfy the
accuracy of Licensee’s seff-assessment. Inherent in this right, DOL may review any
indegendent, third-party Cata Security or Semizsible Use audit performead on the Licensee
within the last three years as it pertains to Data acoessed from DOL. Based on assesement
findings, and on additonal information gainad by DOL, DOL may reques: that Licensee
chiain further independert audits, and'or engage in specific corrective action to cure
deficiencies.

If Licenses believes that any information given 1o DOL for thess puposes is confidential or
privileged informaton. Licensee may mark such information accordingly. Subject to the
prowisions of chapter 4258 ROW {Public Records Act), which applies to all state and local
agencies, DOL will maintain the confidentiality of such information. and will provide Licenzes
with all motifications and protecion rights afforded by the Public Records Act.

Licensee is responsibie for oll costs related to sudiss and comective acions.

GENERAL TERMS AMD CONDITIONS

14, AL TERATIONS AND AMENDMENTS
Thiz Agresment may enly be amended by further mutual agreement of the Partiss. Such
armendments will be posted in DRIVES by DOL, and Lizensee's Administrater will approve
such amendment through electonic verfieaticn.

15, COMPENSATION
This is a non-financial Contract and there ars no cosis o be charged to Licensee.

16, CONTRACT COMMUHRICATIONS AND HOTICES
The Adminisrator is responsible for all general communications and notices periaining 1o this
Agreement on behalf of Licensee. Additional personnel may be idertified for established
specific purpeses. I no additional people are named, then the Administrator will be the
defaul reference person for all conmmunications.

The use of email to the most curant emall address of the Administrator is an acceptalie form
of providing convmunication and notice for all purposes in this Agreement.

SEge 5o 1l Aol 2013
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Ucensee s responeible 1 notify DOL in writing of any changas conceming the
Administrators name. phane numizer, or ernall address. Licensee may contact DOL contract
manager at Dalabendessi@dol wa nov.

17. CONTRACT DISPUTE RESOLUTION :
The Parties agree that time is of the essence when inifiating the contract dispute resclution
process, All disputes shouid be first resclved at the managerial level behazen the Tao
entities. If intemal management and or executive sadership cannot resolve the dispute, then
tha Paries agres 1o use the allematve dispuie resalution process as follows:

The Dispute Resolution Process will be initiated as folloas:

+  Beinwriting

«  State the disputed Issues

»  State the relative positiona of the Parties,

¢ Be mailed to other Pary's contract manager within three (3 business days afer the
Paries agree that they cannot resclve the disputs.

During the resciuticn process the Fartiss agree that:

» ifthe subject of the discourse is the payment DOL will continue performsance and
Licensee will pay the amount that 1 in geod faith efieves to be dug and payalie.

= |fthe subject of the discourse is not the payment due. COL will contnue performance of
wiork under this Agreement that is not affected by the dizpute.

The responding Party shall have ten (10) business days to respand [0 writing o the reguesting
Farty's stalement,

The intiating Party shall then reviaw the written statemens of the responding Farty and reply
i ariting within wen (10} business dayvs

Final determination of the Dispute will be done by the DOL ConTacts Office. and il be final
and conclushie unless. within five () business days from the date the Farty receives such
determination tha: Farly requssats 2 dispute pansl inwriting.

¥ a dispute panel is requasted, COL and Licensee will each apaeint a member to the disoute
carel within five (51 business days. DOL and License= will jointly appoirt a third member to
the dispute panel, within the next five (81 business days.

The dispute pane! will review the written descripticns of the dispine. gather addidenal
informiation as needed. and make 3 decision on the dispute in twenty (20 calsndar days. The
majooty decision will prevail. The Farties agree that the decision of the dispute panel will be
final and binding.

18, GOVERMAMNTCE

This Agreemert is govemed by the laws of the siate of Washington and any acplicable fedsral
lawe. Venue for ary legal acton arising out of this Agreement is the Thurston Sounty Supericn
Court.
In the evert of an inconsisiency in terms of this Agreement. or petween the terme and any
applicable siah e or rule. the inconsistency will be resotved Ly giving precedernice in the
following orger

1. Applicable fedsral and ‘Washington State laws, and regulations:

2. Specific Terms and conditicns of this Agreement;
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Gereral Terms and conditions of this sgreament.
Attachiments to this Agreemant in sequantial order and
Ay other documents and agreemenis incorporatsd hersin,

R Pt

18, INDEPEMDENT CAPACITY
The scope of this Agreement mainiaing each Sarty's indapendent status as a selff-govemed
entity. and nothing hersin may be deemed as allowing any emiployes of agant of one Parnyto be
considered as the smployee o agent of the other Party.

20, IHTEGRITY OF DATA

EOL compiles its Oata baged in part on the reporing of information from citside individuals
and entities; as auch, DOL may not be heid liable for any errors which oneur in comgilation of
Cata. DOL may not be held liable for any delays in fumishing amended Data, DOL will make
best efforis 1o ensure DRIVES is available. However, DOL makes no guarantes of system
availability, accuracy of data, or that the Data will mest the Licenses’'s needs. DOL may
make changes ta DRIVES at any fime 1o Uit its business needs withowt notification to
Lieenges.

21 INTERIM DISPOSAL OF DATA CONTAINING PERSONAL INFORMATION
MNoteithstanding any pemmanent Cata Disposal requirements sz forth in Attachment A - Dats
Security Reguirements, Licensee shall intermittentdy dispose of any Data containing Confidential
information at amy time when Licensee's immediate use of that Data 2 mo longer needed.
Licenses & o govemment agency, and the Parties have mutually deterrnined that the Licenses
shall adhare to its required retention schedule.

22, RECORD MAINTENANCE
The Parties shall mairtain all records reiating to this Agrsement, including sif sendce and
account records. All records and other matensl miust be retpined for six (8 years after
axpiraton of lemination of this agreemsnt.

if any ibgation, claim, or audit iz started before the expiration of the six-year pericd. the records
shall be retained untll all idgation. claims, or sudit findings involving the recomds have been
reschead inchuding any appeals and remands.

#3. RECORDS ACCESS AND IHNSPECTIONS
Licenses, atthe regquest of DOL, must provide access to all records retained in connection
with the receipt of Confideniial Information undar this Agreement, \Jpan request. such
records must be made available for inspection, review, andior copying at no addiicnal cost 1o
DoL.

24, RECORDS REQUEST - PUBLIC RECORDS ACT
Both Paries to this Agreement are subject io the chapber 46 52 RCW (Public Records Act). if
Licensee believes that any information i gives 1o DOL is confidental or privileged in natre,
then Licensee may mark such information accordingly. Subject to the provisions of the
Public Records fict. DOL will rrainain the confidendality of such information, and will provide
Licerses with all natifications and protection rights afforded by the Act.

If Licensee receives a pubiic records request refating to any Corfidendal informiation sccessed
under thie Agreement. Licensee will maintsin the full corfidential nature of such informanen i
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the graatast extent allowsd by law.  Licenses will fudher provide nodce to COL consistert with
the requirements of the Pubdlic Records Act, and will fully support DO It maintaining the
confidential nature of such infarnation.

25, HOLD HARMLESS
Licensee shall hold DOL hamiless for any damages or claims arising from its own acts andic
cmissions, which includes those acts of omissions of its Authorized Users, employees or
agents.

2%, SEVERABIUTY
If ary provision of this Agreement or any provision of any document incorporated by reference
shall be held invalid, such invalidity shall not affect the other provisions of this Agreement which
can be given effect without the invalid provision, ifsuch remainder conforms 1o the requirements
of applicable faw and the fundamental purpese of this Agreement and o this end the provisions
of this Agreement are declared w0 be severable.

27, TERMIMATION _
Temination of this Agreement may e as set forth beiow. Al lermination matiers may b
applied as a suspension insead of a full temminaticon, ewept that any suspension [asting

iongar than ninety {90) daye will automatically terminate this Agreement.

4. Unilateral Termination by Licensee
Licensee may werminate this Agreement at any tinve and for any reason upon providing
written nodce 1o BOL

B. &dministratve Teminations
If DOL's suthority to actively engage in this Agreement is suspended or teminated,
whether by lack of funding, or by any other govemmenial issue, including intermal
changas in pelicy. that causes the disruption of suthonty to engage in the reguired
actvity, sucha terminatian or suapension of autherty will automatcelly cause &
termmination or suspension of this Agrserent. DOL also retains the ngnt to terminate thizs
Agreement for convenience. DOL iz 1o provide as much notice a2 possible when such
termination or suspension appears eminert. This inveluntary temination iz without
Cause.

. Terminaton for Cause

DOL s mgy reminate this Agreement, or any acoess privileges under this Agreenwent for
the viclation of a material term or condition of this Agreement. DO hae sole discretion
on whether such non-compliance is cause for imnrediate temyination of the snure
Agreement. whether it should susgend or termminate an duthorized User's actess, of
whether Licensee shouid De granted 3 curs process to corrsct any nor-compliance
without further actions.

28, WAIVER

The crission of either Party to exercige its rights under this Agreement does not preciude that
Party from subseguent exercizing of such rights and does not constitute a waiver of any rigitts
under this Agresment, unless stated as such inwniing, and signsd by an authonzed
reprezentative of the Party.
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Attachment A
Data Security Requirements

DATA CLASSIFICATION

The classification of the Data ghared under this Agreement inciudes;

Category 71 — Fublie Information

Category 2 — Sengitive Information

Category 3 — Confidental Information {includes Personal Information:

| Category 4 — Confidential Information Req;.unn Special Hardling (f Social Security
MNumbears, or medical infornation sre provided)

E@DD

For all Corfidenial Data thal is electronically stored. processed. or transmitied. Licensee shall
apply the following requirements:

2.

DATA SECURITY
Licensee must protect the confidentiality, integrity and avallability of Data with administrative,
technical and physical measures that meet generally recognized industry standards and best
practices or standards establizhed by the Washingion State Office of the Chief Information
Officer (QCIC)
Examples of indusTy standards and best practices include any of the following:
ar IS0 237002
1 PClIDSS
n:’; NIST 800 series

a1 OCIC 14140 (hitps.fociowa gov/policies{{41 gecuring-information-technology-

assets/ 1411 0-securing-informationtechnoloqy-assets)

MOTE: COL has the rignt to molement seeurity mezsures that may excaed Q00 oring ustry
stancards ana best practiess; ¥ any security measures of thi qrgm“"eﬂ excead G O orincustry
stancards anc best practices, t?‘e* the highér D20 measures wll apply. Howswer < any security
megsures oF th's Agreement *all below QTG standzeds, then DCIO standards w | appiy

HETWORK SECURITY
Licenses's network security must include the following:

gy Metwork firewal] provisioning

BY intrusion detection

¢} Quanery vulnerability assessments
dy Anrwal penetration tests.

ALCCESS SECURITY

Licenses shall resiric Autherized User access to the Data by reguiring a login using a unique
usar L and eomplex password or other authentication mechanisni which provides equal or
greater security. Passwords must be changed on a pencdi-:: basis &t least quarterty. The
ﬁ,l*.:.nng of user |0 and passwonds is strictly prohibited.  Licengee is solkely responsibie for
protection of all of is user I0s and passwords, and is respmsjb!e for all breaches saused
through the uze of s user 1Ds and passwords.

APPLICATION SECURITY

Licensee shail maintain and support its software and subs equ:am upgrades, updates,
patches, and bug fizes such that the software 12 and remains secure from knowm
«uinerahilities. Licensee must secure web applications that minimally meet all the secunity
controls as gensrally described in either



ar The Upr:—r Web Application Secunty Project Tog Tern (CWASE Tog 100, or
£1 The CWEISANS TOP 25 "fhzst Dangercus Softeare ©rrors

6. COMPUTER SECURITY
Licenses shall maintain computers that access Data by ensuring the cperatng system and
software are updated and patehed morthly such that they remigin secure fromt knoen
wvulnerabilities. Uicensee computer dem‘:&{s:‘? muet alex he installad with an Anti-Faleare
solubon and signatures upds :&d ro iess than manthly.

7. DATA STORAGE
Licernzes shall designate and be able to idanify all compating equipment. oo which Licensee
stores, processes, and maintains Data. No Cata at any time may be procassed onor
trarsferred to any portaiie storage medium. Laptopdtablet computing devices ars not
considered podabde stormge medium in this contey: providsd it s inetalled with end-point
encnytion.

8, ELECTROMIC DATA TRANSMISSION
Licensee shall maintain secure neans (2.g.. HT TPS or SETP; for the slectronic ransmission
or exchange of system and applization data with COL or any other authorized Licensee.

4. DATAEMCRYPTION
Licerses shall encryp: all Cata, whether intransitor at regl, b ¥ using only KIST oriSG
a';:t:}mxed encrpdion alg ?'xihms this inciudes all back-up copies of Data. Licenses further
Jst install ary laptr amcﬁtﬁi}mk computing device, processing Data. with end-point
&*'IEF,”,.‘IEICHI & full disk encryodon).

18, DISTRIBUTICH OF DATA
Licenses nugy ondy Use angd exchange s.,CﬁrIdE‘ﬁ'tia.« nfomration for the pu "[IE}SE;: 35 BADressly
described and alowed in this HU'E*:‘,FH.H Ir addivon ta any of r*:‘:s;trc:tar on Pemussible
Use, Confidertial Information may not be distributed, ‘e,ﬂa.*;@,.uﬂ&: or shared across other
haé.)! catiors, ewrcnmev .2, or husiness units of Licenzee. Licenses must assume that no
Corfidential informaticn of any kind ig transmitied, 2« r:h inged or otherwize paseed w0 other
cmﬁtmcmm!'ymjnrﬂ or interested parties except Ucerses and/or Subrecipisnis who have an
authonzed legal Permissible Use aceording 1o this Agresrnent, and who are under contract
with Licansee.

11, DATA DISPORAL
Unlsss 3 more immedigte dis::c—:a requirement is set forth in this Agreement, Licensee, upen
termination of this Agreenient, shall erase. desroy, and render unrecoverabie all DCOL
Corfidertial Baa and m;‘g in wTiting that these acdens nave been completad within thiry
{301 days of the lermination of this .IE’.:,"EEW':,TL At 3 minimum, mediz sanitizadon iz o be
parfomed aecording to the standards snumerated oy NIST SP &10-6Er Guidelines for
kiedia Sanitization.

12, OFFSHORING - ELECTRONMIC
Licensee must mairtain the primary, backup, disaster recovery and other sites for storage of
Corfidenta! o only from locations in tha United Stales,
Licenses may not canmit the following unless 't has advance written sporoval from DOL

a) Direcdy or indirectly (including through Subrecipients) transmit any Confidential Caa
ouiside the United States, o
b Allow any Confidemis Datat e accessed by Subrecipients from locations outside of
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For all Confidential Data that is physically stored. processed, or distibuted in a hardeogy format
Licensss shall apply the folkwing reguirements:

13, HARDCOPY STORAGE
To prevent unauthorized access 1o onnted Confidential Information otained under this
Agreement. and loss of, or unauthorized access o this Confidential Information, peinted
copies must be stored in locked containers or storage areas, e.g. cabinets or vaults, Hard
copy documents must never be urattendad or In areas scoessible o the public, sspecially
after business hours.

14, HARDCOPY TRANSPORTATION
Ifhard cooy doouments containing Confidential Information are taken outeide 3 sscure area,
thess documenis must be physically kept in possession of an authorized person, o 2 rusted
courier prowiding tracking senvices. Records mum be maintained for all ransportad
hardeopies showing the person(s)couriens) responsibie for such ransportation, incluging the
receiving party.

18, OFFSHORING - HARDCOPY
Licensee must mairtain all hardeopies containing Corfidential nfomration at locations in the
United Slates.
Licenses may not directly or indirectly {including through Subrecipisnts] Tansport any
Cenfidential Information outside the United States unless it has advance writtsn approval
from DOL.



Attachment B
Permissible Use Requirements

DATAUSE -

icenase must institute 2nd mairtain wiitten policies and procedures to ensure Data is only
used as authorized hersin. At a minimum the policizs and procedures waill include, training
requirements for ail persornel with access to Confidential Information on the Pemiesible
Usais) of Data. Licenses must be capable of demonstraing the raining and education was
delivered tz all applicabie persornel who have are an Authorized User. employees and
agents.

APPROPRIATE USE DECLARATION
Licenses must reguire all Authorized Users to sign an Appropriate Use Declaration pdor w
accessing CRIVES. The Declaration must include a statement that the Authorized User
undersiands and acknowiedges:

1. Hisfher obligations and responsibility to use Corfidental Information anly 10
accomelish histher official job duties:
Ha/sha will maintain the confidendality and privacy of the information accessed:
Haisha wil not share Confidendal Informmation with unauthorized persons;
Hadsha wil not use Cata access for personal ressons or bensfit; and
Wisuse of any Confidertial Information may be considered a felony and may be
ounishable by fine o imprscament.
Ligenses must maintain the signed declaration. Licensse must provide copies of signed
Approgriate Use Declaration vpon raquest by DOC

i ¥

e Lo b2
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PERMISSIBLE USE EVALUATIONS
At least annually, Licensee niust condunt a review of all Autharized Users’ acocess and uge
of Confiderdial information 1o ensure that such access and use is within official job: dudes.

SECURE USE

Licenzee must maintain and suppart sdminisrative, technical or physical methods used o
manitor compliance with the Permissible Use(si authorzad in this Agreement across a2
Lizenase husiness practices. Mathods may include any of the foliowing:

a) “Jew only access to Data

by System limitations or cortrols
¢l Confidentiality agreemants

HOH-CONFORMING PERMISSIBLE USE NOTIFICATION

Licenzae shall noufy DOL personrel in the event of confimed unauthorized use of Data.

Licenzee must perfam the following:

a: Notify the DOL by e-mai ar DataServizceadidelwa goy of such gn evert within 24 hours |
of discoven
Identify the Diata and non-conforming use of the Data.

B} f the misuse iz a erinvinal offense requiring notfication to individuals. cooperate and
fazilitate with the notfication of all affecied individuals. 4 0OL's discretion, Licensee
may he required to direcdy perform notification reguirements, or f DOL elecis to perform
the notifications. Licensee may tave to reimburse DOL for il cosis associated with the
notification.




